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Privacy by procedure
Liberals and communitarians on the institutional protection of privacy in the
state-citizen relationship

Abstract

Liberals and communitarians may have shared as agelfiffering demands for the protection of
personal data. This paper explores the variousvemfior protection and enumerates six of them: the
prevention of information harm, the ability to peigate in politics, the protection of communities’
internal structure, moral autonomy, conventionavamy and various social functions. Standard
majority voting seems appropriate for some of tharad goals, but new institutional demands arise
when either group wants to ensure its specific delmaStrong majority voting and new constitutional
safeguards may be valuable, but only in the intexds one group. Using the principle of
proportionality may be beneficial for both ideologfi blocks, as it creates stability and protectsresy
external and internal irrationality.

1. Introduction

In the past decades, the balance between indivghualcy and the common good has shifted several
times. After the Second World War, caution aboat devastating power of the state dominated the
thinking on these issues in Western Europe. Ge@geell's Nineteen Eighty-Four sketched a
dystopia, approached by some communist countries Hiastern Germany and the Soviet Union.
Nevertheless, in the past years a movement away the protection of individual privacy rights and
in favour of the common good is visible (NelsonQ20Vedder et al., 2007).

Triggered by the recent swing towards common istereve ask ourselves the question whether the
protection of privacy requires certain special itnibnal guarantees. More specifically, our cehntra
guestion isWhich demanddo liberals and communitarians have with regardotivacy protection
and which institutions are needed to ensure thegaadrding of those demandg® delimit protection

to the state-citizen relationship, so we focus len gublic realm only. Only information that may be
collected by the government for the common goddken into account.

This question will be answered in two parts. Fivat, will outline the visions on the value of priyac
from both a liberal and a communitarian viewpoimid adetail the various reasons for privacy
protection. Secondly, we will discuss whether stéadddemocratic voting principles like majority
voting are a sufficient institutional protectiontkvregard to these concerns and suggest improvement
Again, both the liberal and the communitarian pectipe will be taken into account.

More insight into the philosophical demands and riked for institutional mechanisms may reveal
shared support for changes towards the currerdtgtu Where differences exist, this paper may shed
light on the reasons behind, so that both libeaald communitarians can formulate their arguments
more precisely.

We will argue that six reasons underlie the neeprttect privacy. Some of these reasons are shared
between liberals and communitarians, others areRmtmost purposes, the privacy protection in the
status quo is sufficient for both camps. However, dome reasons liberals or communitarians may
want to use strong majority voting or better cdositnal guarantees.

2. Mativesfor data protection and disclosure

If this paper would have been on the definitionpofvacy in the academic literature, it would be
massive. It is clear that no consensus existsofiatr 1997). In this paper, we do not need to take a
firm stance in this debate, as the broad discugsidnoth liberal and communitarian viewpoints exiti

to implicit and different notions. Constantly refag to the explicit underlying definition would nho
make much sense, as the commonalities betweerefimétidns often outshine the differences and the
context reveals the meaning without further expiana However, we confine our discussion to data
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protection. We make use of the recent definitionthef Article 29 Data Protection Working Party, an
advisory body to the European Commission:
“Personal data shall mean any information relatitg an identified or identifiable natural
person (“data subject”); an identifiable person @ne who can be identified, directly or
indirectly, in particular by reference to an idefitation number or to one or more factors
specific to his physical, physiological, mentalpmamic, cultural or social identity.” (Article
29 Data Protection Working Party, 2007)

2.1. Motives for protection
From the literature, we have identified six argutseior data protection that may be invoked by
liberals or communitarians.

2.1.1. Harm by making using of information

A first reason is that one should prevent peoglenfbeing harmed by others misusing their personal
information (van den Hoven, 1998). A classical eglams the professional secret in the medical
sector. General practitioners could seriously hargirl living in a conservative family when telling
her parents about a requested prescription focenéraceptive pill. Numerous similar situations can
be envisaged, especially in the financial and jatigector. Communitarians and liberals generatly d
not disagree on the need to prevent this type ofnhdt is important to recognise that the
determination of ‘misuse’ may be dependent on tbiigal view. Communitarians may find the
exchange of information about the sexual behaviduwehildren between medical staff and parents a
good idea. However, if one agreed not to use tferrnmation for this purpose, misusing it with the
result of harming people would be equally unacddptéor communitarians as it is for liberals. This
simply is a matter of the ‘rule of law’ and genesatial norms on accepted behaviour.

The causal link between privacy protection andrimfation misuse runs through the intermediating
variable of risk. The more people have access ternmiormation, the higher the risk of misusing it
and causing harm.

2.1.2. Political participation

Based on citizenship theory, both liberals and camitarians can contend that it is essential tonallo
people to develop and articulate a viewpoint (Nisseim, 2004). This holds true when political
participation is seen as a civic virtue. Althougbetals will leave more room for divergent opinipns
communitarians may want to ensure a basic protectim, for the very reason that the members of a
certain community may well be the ones with theial®vopinions in need of against conformance.
Nissenbaum gives the example of a voting bootlhich people must be entirely free to make their
own choice.

2.1.3. Complex equality and the protection of comitias

A more difficult notion of privacy can be derivetbin Walzer (1983). He defined the concept of
complex equality, comparable to contextual intggas it is called by Nissenbaum (2004) and
information injustice, the label used by Van denveto (1998). Walzer recognizes the existence of
different social spheres. He argues that the damsmaf one type of good in one sphere should not
lead to dominance in other spheres. Goods canihgstlike money, knowledge, social position and
information. Walzer does not have see problems & excels in the possession of a certain type of
good and is dominant in one sphere, for the redisanpeople are simultaneously living in multiple
spheres. Hence, no one will be able to dominatergitople’s lives if the ‘Chinese walls’ with redar

to the spread of dominance between the social eptee kept in place. An example is that one may
be loaded with money, but this still should notdl¢a a stronger position at elections time. A docto
may be near omniscient about the most intimateildeté one’s personal life, but he should not be
allowed to get a better position on the housingketaby blackmailing his patient, residing in a
marvellous villa at seaside.

If we limit the type of goods to information, Watzenotion of complex equality is turned into ayer
compact notion of privacy. Notwithstanding its aplpgy formulation, we believe there is no
fundamental new type of privacy involved. The remfar a restriction of information dominance to
one social sphere is simply to protect harm, whighalready identified. A derivative goal, close to
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Walzer’s intentions, is that dominance across sgheiolates community’s orderings. It is not so
much because a universal principle of justice isnied in the free flow of dominance between the
spheres, as it is the need to allow community’sotganise themselves according to their own,
endogenous principles. That argument is cultunadlgtivist (Kymlicka, 2001) and sounds attractive
for communitarians. That touches upon the stonedolglersalism-relativism debate. Basic negative
human rights have a universal character, but tliersanore ambiguous, more positive a right is
formulated, the more relativism is accepted in eoigorary societies, who combine elements from
both views.

A different objection to the concept of complex alify exists on liberal side. Walzer has no protdem
with dominance within a single social sphere, &s ltas emanated from the internal organisation of
that sphere. That would be something liberals wowoldagree on, as people are not completely free to
alter their bindings in a social sphere and, withisphere, should not be confronted with optioas th
limit their freedom to choose. Given the situattbat such dominance is present, liberals may agree
that the flow of dominance to different spheresustide limited. However, they are more likely to
fight dominance within a sphere. As liberals arerenmclined to think from absolute, universal
principles of justice to which each and every dosphere is subjected, the differences between the
internal orderings of the social spheres are smditethe light of an open society, it is harder to
prevent exchanges between social spheres.

It is important to note that spheres do not neciégsaverlap with communities and that
communitarians do not always want to protect timeirstructure of a sphere. Think about the medical
sphere, which is seen as serving communities idsdédeing an autonomous community. Another
objection to the erection of information barrierstieen spheres is that some exchanges may be
beneficial for the common good. An example is thehange of security-related information. Here, it
may be liberals instead of communitarians who opparmation sharing between spheres.

2.1.4. Moral autonomy

Communitarians and liberals clearly disagree onuhkie of moral autonomy. For liberals, it is
essential to protect people against conformands.rbt sufficient to give people the formal righbt
make their own choices, they should also be exérapt social pressure and constant scrutiny. People
must have the room for experimentation and revisidre ultimate dystopia of liberals in this serse i
Bentham’s panopticon. Foucault (1995) describes hAosociety could be structured, analogous to a
special building, so that discipline is introducad society. Control is pervasive, with people being
conformed by means of transparency, which is aenafttinformation exchange. Introna and Pouloudi
(1999) build the argument that it is essential ltovapeople the freedom from judgment of others,
because judgments are always entangled in inteaadtsalues. That means no neutral position exists
from which actions and information can be judgetle BRvailability of information can lead to the
possibility of false judgments, since the other cever know our real interests and values when
considering our actions and opinions. We would #d these misperceptions may lead to a certain
conformance. The less diverging one behaves okghthe less like it is that he will be misinterect
Communitarians can have a completely differentiopimn this matter. Kymlicka (2001) summarizes
their side of the debate in three arguments. Treyat regard freedom of choice as intrinsically
valuable. They see the self as constituted bynitls ewhich may be predetermined. And finally, they
hold forth that embeddedness in communal practioes not only give meaning to people’s lives, but
is also essential for participation in society.

2.1.5. Conventional privacy

Communitarians could add that conventional privenst be protected. The way privacy is perceived
and maintained in a community is part of the commtyisawritten and unwritten rules, which should
be respected. This reasoning is very broad antiewto information as such, but can nevertheless b
applied to the privacy debate.

Ton Monasso (1152033) - Page 3 - TU Delft, Sepam Master



2.1.6. Social function

Schoemahargues that different information is being usedifferent relationships. Data protection is
needed to allow people to have multiple identitlaberals will support this, because it gives peopl
the freedom to experiment, whereas communitariaay kcclaim the participation in multiple
communities that is facilitated. Introna (1997)beleates on the need for various degrees of soathl a
intimate relationships and social roles. He arghas most social relationships can only function as
long as they are simple, which means that onlymatdid information domain is involved. Introna
mentions the example of the complex relationshipnah and wife, where an overflow of mutual
knowledge about each other’s behaviour exists,@mtludes that most relationships in society can
only function by means of simplicity in the infortian exchange. A barrier between different social
spheres may lead to this requirement, as it previet blurring of simple relationships into complex
ones without people voluntarily choosing for it.

The protection of room for experimentation and ipidtidentities is not very relevant for the state-
citizen relationship, as the social function witbtnbe harmed by a single information leak. The
concept is more about a social norm of what isrdbe and what is not. In this sense, developments
in the private sphere, particularly in the inforraatsociety, are of greater importance. Of coulttsis,
only holds true as long as government is not pidfig information about the personal life of its
citizens, an assumption that holds true in mostevessocieties. For this reason, we will not elab®r
further on this ground for protection.

2.2. Motives for disclosure

Most privacy infringements are enacted deliberasslgl for a reason. With regard to the state-citizen
relationship, a trade-off between privacy and tbemon good exists. Introna and Pouloudi (1999)
have labelled this the ‘privacy-transparency claiin’ order to counter free-riding behaviour in the
case of (desired) collective action, informationaisnecessity. A dominant motive in the current
political climate is the need for security, tougpmpon the classic freedom versus security debate.
these cases, it is quite clear where communitarséasd. However, it is too simple to argue that
liberals are always opposing privacy infringementdiberal society, as well, needs the enforcement
of certain rules. In the most minimalist and lilaeidn case, the state needs to protect its citizens
against violence and should enforce the rule of laf@rmation about behaviour is a necessity toycar
out that task. In more Rawlsian views, the collextinust be able to enforce agreements on matters
like redistribution and fair chances. Democratsl it forward the need to execute democratic
decisions and enforce compliance. On the other,h@dmunitarians are not by definition in favour
of more transparency. A good example is, againfrgsedom-security clash, where one could argue
that security is a means to create freedom. A Bgh#r state is not what most communitarians stand
for, they take a balanced position as well. Tatelprivacy can also backlash against communiéss,
people may feel pressure that withholds them frintly§ participating in a community.

An application of Rawls difference and maximin piples would be problematic in the case of
privacy as opposed to security. Neither privacysemurity can be (re)distributed. Security levatsa
result of the state’s policy, are equal for eveitizen. In a certain sense, this is similar forvady
protection levels. The actual exchange of infororatabout one’s personal life may vary, but this
cannot be determined upfront behind a veil of ignoe. As privacy and security could be seen as
communicating vessels, when ultimately simplifiezhe cannot improve one’s privacy without
reducing another one’s privacy. Accordingly, thalaations have a more utilitarian nature.

These complexities illustrate that defining thetedsd positions of liberals and communitarians is
easier than deliberating on concrete policy measUree stances could not be expressed as black and
white, but are on a spectrum, where the devil ihéndetail.

2.3. Overlap between the protection grounds

We can conclude that liberals and communitarianggtee on the prevention of information harm,
that they would ensure at least basic levels dfipal participation, but that they are also mordass
concerned with the common good for which informatimay need to be disclosed. An important
question is whether the disagreements on morahaotg and community’s internal orderings are also

! Referred to in Nissenbaum (2004), not directlystoted.
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practically relevant, in that they ask for a diéfiet level of protection of the same or different
information, as is needed for the shared purpo®és.think it is not so much about different
information, but that the more value one puts om photection of the individual or the common
interests, the more the balance will shift towagidber direction. If both ideological camps canesgr
that no privacy infringement will be made withougaod reason to do so, privacy protection can be
seen as a spectrum with complete disclosure oarteeside, and complete protection on the other.

3. Demandsfor institutional protection

Now that we have identified the reasons for datetgmtion, we can discuss the demands for
institutional protection they pose. With each regsae will outline the status quo and consider
whether and which changes could be desirable. Wmitlehe range of possible measures to those
that change decision-making at the national andrmational level, by both the judicial and the
legislative powers. This is a relatively high lewdlintervention as opposed to for instance coecret
working procedures for the police, but when dismygssbstract reasons for privacy protection, it is
clearer to discuss the ‘solutions’ at a compardbgh level. The measures we discuss are strong
majority voting (a change of the decision procedurethe legislative arena), the exercise of
constitutional rights (judicial and/or legislativerena) and the introduction or reformulation of
constitutional conditions (legislative arena). Tissf we add a general principle to be used by detis
makers and with the potential of becoming a jurigiential norm: proportionality.

3.1. Majority voting

Standard majority voting is a procedure in whictiegision should get the support of at least half of
the votes in order to be accepted. It is one ofntiwst common voting procedures because of its
simplicity and ‘face acceptance’ of its justice.elthecision procedure itself can cause problemisan t
translation of individual preferences in a colleetipreference ordering, as Arrow’s Impossibility
Theorem has demonstrated (Velthoven and van dem, 0688). However, decisions can also be
problematic when the representatives do not fdfiect the opinions of the people they represerd. W
mention three imperfections, particularly releveotour privacy discussion. Firstly, decision-maker
in general and politicians in particular are tendpte favour the short-term benefits and mitigate th
negative long-term consequences of proposals (dedith and van den Doel, 1998). This is clearly
visible in today’'s politics on counter-terrorism aserres. Privacy protectors have a hard time in
getting their worries accepted, as it is much hardeke privacy threats concrete than to refer to
specific terrorist actions in the recent past. 8dbg politics cannot exist without emotions aneé th
associated irrationality. Fear is not a good pokavisor, but it certainly is one. Finally, not all
political parties have an ideological or even cstesit basis, so they cannot always be placed on the
liberal-communitarian spectrum. Populist parties teve an extreme bias towards the ‘popular’
opinion, which can be a result of disinformatiord amotions. No academic or otherwise argument-
based discussion may influence their opinions. Rstparties have an ever stronger tendency towards
the short term and emotions, as they benefit froesgnting a simplistic view on politics in which
today’s problems could be solved immediately bynfineasures. However, the problem of imperfect
representation seems to be merely academic wheonites to preventing information harm or
ensuring political participation. The current légiive conditions, sufficient for these purposes, the
result of standard majority voting. The proceduae deal with a certain degree of imperfections, as
long as the parties that (in a specific case) aceror less rationally have a considerable majority

3.1.1. Information harm

The simplest measure to prevent harm is to takey d@he opportunity to do so, by not disclosing
sensitive information. It is impossible to give engral rule on which information should be colldcte
for the common good and which should not, as theselways specific decisions with specific trade-
offs between interests. However, a general priecipbt already is embodied in privacy law is that
only that information should be collected that ec@ssary and that it should be stored for a limited
time. Those regulations need to be sanctioned teffeetive. On the repressive side of the judicial
coin, we find the punishment of people and orgadmmsa who have misused the information. This
could be derived from general criminal and privdaev (slander and the wrongful act) and
administrative law, where the former is more refgéviar the private sector, whereas the latter deals
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with unique government competences. Protectiontli@ public realm is more difficult, as the
government, despite the fact that it is not a haenegus whole, is not always able to comply with its
own rules in the absence of external checks. Okviaases of information misuse can be punished,
sometimes by suing the individuals responsibleitfoHowever, a check on internal procedures and
databases is not always in place. Creating a watchdn be helpful. In some countries the data
protection authority has also the power to conductits on government organisations including the
police. It is likely that standard majority votingll result in these ‘reasonable’ outcomes, as they
already exist at the moment.

3.1.2. Political participation

Almost no contemporary political party will denyaticitizens should have the right to decide onrthei
opinions in freedom. Standard majority voting heBwéred a strong protection of the citizen, ndon
in national, but also in international law and igions like the Organisation for Security and Co-
operation in Europe.

3.2. Strong majority voting and constitutional ckec

A relatively straightforward adaptation in proceelithat makes it more difficult to make changes to
the status quo is to demand a strong majority. \&iitronger majority, one needs more than half of
the votes, i.e. two-thirds of them, to get a prgpgmssed. As it will be harder to get such a broad
support, this can help improving the quality of idem-making and ensure long-term stability,
because it is more likely that a simple majorityl wot exist anymore in the near future, wherea$ wi

a stronger majority, it is likely that a simple majy will continue to exist. A simpler argumenttis

say that radical changes are simply blocked by mority, which may be in the interest of either
political camp. Strong majority voting is frequenthpplied when it comes to changes of the
constitution.

A more sophisticated measure would be the requinewfea strong majority not for all legislative act

of a single category, but only after the advicawfndependent body of experts. If any proposa get
“veto” of this body, the majority needed to pase parliament should be greater than when the body
is in favour. Many objections can be raised fos tthecision procedure. It distracts power away from
the democratic bodies to new organs, which maydre ko control. To prevent the advisory body
from misusing its power by blocking too many reasan appeals procedure or other safeguard must
be built in, which makes it possible to get arotimeltighter conditions. And finally, without changi

the voting procedures advisory bodies and otheertxgre already capable of presenting their opinio
and lobbying for influence.

A different measure is the introduction of condittnal guarantees. As it is harder to change the
constitution, it will be harder to remove the gude®. In the status quo, contemporary societies dea
differently with constitutional protections. In sengountries, a democratic (standard majority voting
outcome can overrule the constitution, althougbaneral the parliament having the ability to use th
power consists of two chambers. This is the casdoinexample United Kingdom and The
Netherlands, who uphold the principle of parlianagptsupremacy. Other countries, like Germany,
France and the United States have erected a adiwstétl court or supreme court with constitutional
powers that can deactivate laws that are in cdnflith the constitution. It is important to noteath
international treaties can be a part of the cargtit, as they frequently have similar legal status
especially in monist legal systems.
Not only the protection of the constitutional prsiens is important, the content of the constitution
may be even more essential. The high-impact Euro@avention on Human Rights (Council of
Europe, 2003) as well as a derivative, the ChameHuman Rights adopted by the European Union
(European Community, 2000), mention the right tivgay protection in article 8, albeit in different
wordings. They both introduce a legality principhgiich states that infringement on the right to the
protection of personal data respectively the peastiving must be based on the law. The problem
with these formulations is that it only protectsest’ that has not been dealt with in specific $awhe
ECHR states that:

“There shall be no interference by a public autiypmvith the exercise of this right except such

as is in accordance with the law and is necessarg democratic society in the interests of
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national security, public safety or the economidiAveing of the country, for the prevention of
disorder or crime, for the protection of healthraprals, or for the protection of the rights and
freedoms of others.(Council of Europe, 2003, article 8)
Note the word “necessary”. This leaves room foritamttal jurisprudential norms. However, the
protection is very broad and no balancing of irgerés guaranteed. Changes to the status quo would
impose a limitation of exceptions, or maybe evermnatusion of all the exceptions in the constitatio
or treaty. This comes at the expense of flexibititit ensures a better protection. Instead of degail
the list of exceptions, one can also introduce mpeecedural safeguards like a compulsory sunset
clause, which makes sure that laws will automdyieatpire after a certain period of time.

Summarising, liberals and communitarians may waifiL} get their policy translated to constitutional
rights or other provisions, (2) tighten the forntida of existing conditions, including the remol
the right to make exceptions to fundamental right® internalise these exceptions in the consbitut
(3) establish a constitutional court and/or (4) dech strong majority voting for the exceptions to
fundamental principles.

3.2.2. Complex equality and the protection of comities

We showed before that drawing the line is a maittemtions on the common good and the position in
the universalism-relativism debate. Many contempgravestern societies, have not taken a final
stance in that struggle, but adopted a mixturesaukt

Whether decision procedures should be adjusteihiaralirection is something very much dependent
on ideology. Liberals and communitarians both wamtget their ideas realised and change the
equilibrium. Their wishes in terms of changes te ftiecision-making procedures could be the
introduction of strong majority voting and the ddishment of constitutional checks.

3.2.3. Moral autonomy

Liberals will put a greater emphasis on the valtienoral autonomy. The notion of the passionate
majority (Velthoven and van den Doel, 1998) that bargain and exchange issues with other political
streams does not hold, as it concerns a princlpahdor either side. Communitarians are passipnate
too, not willing to trade their principles for othissues. Essentially, the same problems occuriths w
the protection of communities’ orderings. The ploiisies for liberals are similar, too: constitutial
protection or adjustments to standard majorityngpti

3.2.4. Conventional privacy
Conventional privacy is an exclusive communitammand, which touches upon the universalism-
relativism debate. We have already discussed tidsrucomplex equality.

3.3. Trade-off between privacy and the common good
Even when goals are shared, it may be necessaiipdoa balance between principles instead of
simply applying one of them. We have shown that caenot construct a strict framework for
deciding how liberals or communitarians should dedh the trade-off between privacy and the
common good. It is only clear that both, in someesamay depart from opposing positions.
A popular guideline to evaluate privacy-infringiagcurity measures is to assess their proportignalit
effectiveness and subsidiarity. lachello definexpprtionality as:
“Any application, system or process should balaapglication goals with the privacy and
security concerns of all involved stakeholder@dchello, 2006)
In our view, this embodies the principles of effeehess and subsidiarity as well. If a measureots n
effective, i.e. it does not serve any goal, butsdbarm privacy, there is an imbalance. If a less
infringing and equally effective measure existds thne should be preferred as it favours some
stakeholders without hurting anyone. This decisiabe can be used both by liberals and
communitarians, as we have seen that both agrdeeqrevention of unnecessary information harm.
The proportionality principle may be used in demsi from the legislative power, although here it is
not possible to formally bind parties to it. Théngiple may as well be used in the judicial systéon,
instance by introducing it explicitly in the conation. The “necessary” keyword mentioned in the
previous paragraph may already point in the dioectif a fair balancing of interests. An advantafje o

Ton Monasso (1152033) - Page 7 - TU Delft, Sepam Master



a judicial safeguard is that it is a warrant agamsn-rational political forces. It can also ensure
consistency, as jurisprudence generally is lessitdemn for elections and fast changes in the public
opinion.

4. Conclusion

We distinguished six demands for the protectiop@fsonal data, which we interchangeably called
data protection or privacy protection. Both liberahd communitarians agree on the need to prevent
information harm and ensure basic political pgpttion, where the latter should not be confusedl wit
complete moral autonomy. Standard majority votihg, status quo position, seems to be appropriate
to safeguard these demands.

More disagreement exists on the value of the ptiotef the internal ordering of communities.
Communitarians have a much stronger interest hareltberals, although there are different shades o
gray here. Liberals have their own demand wheromes to safeguarding moral autonomy. The
communities’ orderings and moral autonomy may geétser protection by requiring strong majority
voting in parliament. An alternative is the intration or reformulation of constitutional rights and
tighten the judicial safeguards. For all demandsdigcussed the proportionality principle as atey
decision-making.

It cannot be surprising that there is no consepnsusadical changes to the status quo, but thatighis
dependent on ideologies. Many differences are bsblate and abstract but will only become clear in
specific situations. The actual political stancewards the institutional protection of privacy are
dependent on the composition of the (inter)natiopalitical arena, which consists of liberals,
communitarians and many groups not bound to eghtrese blocks.
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